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a8 Router 989 MikroTik azliusoantdu 2 du

Afodruaes Hardware 7138091 “RouterBoard”
wavduves Software #iiund1 “Router0S”
RouterBoard tHudiuves Hardware s
1495 Mainboard wagil CPU, Ram #38 Chipset
u MUszneUTIAULATUNIIUAI ALY
Memory Card Lﬁaﬁmﬁwﬁlﬁuﬁagamm U
Logs %38 Proxy Cache lngagld RouterOS 1Ju
szuuUURnsfiresmuguAsYiy

RouterOS 1{udiuvas Software Fiwmunzn
nitugIuves Linux taevhmihilduszuuufoing
19U RouterBoard usifanunsnth Routeros Tuands
‘Uum‘%iaﬂ Server lalaguus RouterOS aaniu Level
WAazsEaUBe Level qﬁ‘éﬁmmmmiamﬂs‘fuﬁ’qgﬂ

Level number i 0 (Demo mode) 59 1 (Free) 54 3 (WISP CPE) i 4 (WISP) [ 5 (WISP) i 6 (Controller) [
registration

Price o ke df recuired i wolume only =3 §45 595 5250
Upgradable Ta - no upgrades ROS v7.x ROS wi.x ROS vB.x |ROS wB.x
Initial Config

s 15 days 30 days 30 days
Wireless AP 24h trial - - yes yES yes
Wireless Client

and Bridge 24h trial - YES VES YES YES

RIP, OSPF, BGP I i

p Is 24h trial yes{®] Vesg YES YES
EalP tunmnels 24nh trial 1 unlimited unlirmited unilimited unlimited
PPPoE tunnels  24h trial 1 200 200 500 unfimited
PPTP tunnels 24h trial 1 200 200 500 unlimited
L2TF tunnels 24h trial 1 200 200 500 unlimited
DVPN tunnels 24h trial 1 200 200 unlimitad unfimited
VLAN interfaces 24h trial 1 unlimited unlimited unlimited unlimited
HotSpol SCEVE. |0 arinl 1 1 200 SO0 unlimited
USErs

RADIUS client 24h trial - s yis ViS5 Vs
Queues 24h trial 1 urlimited unlirnited unlimited urlimited
Web proxy 24h trial - YES yas yes YEE

Usar manager :
active sessions 24h trial 1 10 0 50 Unlimited
Number of KVM e ) . "
guests iyl ] 1 Unlirnited Uinlirmited Undirmited Unkirmined
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msooulkanlusiinsy Winbox 1diots Tunisrouuln MikroTik

AeuarSuinisaeuiin e nilnanlusunsy
Winbox 1nfinsslupeuiiamesiiazaeuiin MikroTik
Aou Tnodn LUl ules waw.mikrotik.com/download
wédeuluiihde Useful tools and utilities 9101
AANFIET Winbox (Configuration tool for RouterOS)

Useful tools and utilities
ior; 3.4 Configuration tool for RouterOs
Metinstall « RouterOS Installation tool
v3.30 mipsle All packages for version 3.30 mipsle
Wireless link calculator Wireless link probability calculator
Trafr Traffic sniffer reader for Linux distributions
BTest Bandwidth test tool for Windows
Meighbour Neighbour viewer for Windows
Atheros RouterBOARD wireless card drivers
Archive See more tools in the Mikrotik Download archive
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1. @115095I90UNITUYRY MikroTik lneadniuye1ds System 1den Packages avUs1ngntinsing Package
List Fux1 niouiuuansiaidues Package nldauey

L 2dmin@D4:CA:6D:BA:C6:92 (MikroTik) - WinBox v6.32.2 on RB951-2n {mip_sbe
Session  Settings  Dashboard

K| Safe Mode Session: | D4:CAEDB4CRT2

Asr Quick Set |
i Interfaces U el
T Widless Certificates
22 Bridge Clock,
% PP Conzole
== Switch LBk .
%12 Meash Diivers I Package List
= |P [ Health T | | Check For Updates Enable Dizable Uninztall || Unschedule || Downgrade Check Installation
55! |PvE History | |Mame Wersion | Build Time ) | Scheduled | -
" Idertity & advancedtools 6.32.2 Sep/17/2015 15:20:53
Sty ' S cales 6322 Sep/17/2015 15:20:53
27 UperFlaw LCD S dhep 6322 Sepd1 742015 15:20:53
92 Fouting . LEDs Haps E322 Sep/17/2015 15:20:53
- - liorss & hotspot B.322 Sep/17/2015 15:20:53
Sipve 6322 Sep/17/2015 15:20:53
g (IS Logging & lcd E.322 Sep/17/2015 15:20:53
- NTP Client Sle £.322 Sep/17/2015 15:20:53
| Filez & mpls B.322 SepA17/201515:20:53
Ee NTP Server & multicast E322 Sep/17/2015 15:20:53
e - Snip E.32.2 Sep/17/2015 15:20:53
S Radius B openflow 6.32.2 Sep/17/2015 15:20:53
ﬁ% Tl I Pagsword Sppp B.322 Sep/17/2015 15:20:53
g Ports & routing B.32.2 Sep/17/2015 15:20:53
] New Terminal & security 6322 Sep/17/2015 15:20:53
3 MetaROUTER Rebaot & system 6322 Sep/17/2015 15:20:53
_ &= = = - bt Cmm MM E 1R IN.ED
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2. m3anilnanlid Package nastulua W1lu? www.mikrotik.com/download waddeuliide
RouterOS asedu Current Inemanidelinseiugunldeu (hegeiilu RB951-2n) 9ntiuadniden Extra

packages Wian1iiluanlila

r bl
! |
! 1
! 1
! |
! |
-, 6.37rcll (Release
.34 = ~ s

: 6.34.6 (Bugfix only) 6.36 (Current) 26 (Legacy) candidate) :
1 MIPSBE ganf'xf"&" NetMetal, PowerBox, QRT, RESxx, hAP, mAP, RBAxx, cAP hEX, wAP, BaseBox, DynaDish, RB2011, SXT, OmniTik, Groove, Metal, Sextant, :
1

1 Main package oy & ok o 1
! 1
1 Extra packages oy @ o o, .
: SMIPS hap lite :
1 Main package oy &, e & .
! 1
. Extra packages ok oy - oy |
! TILE ECR 1
1 : 1
1 Main package ) oy z 3 .
: Extra packages oy o . &, :
! The Dude server i R 4 & 1
! |
1 PPC REIxx, RES00, REBx, RELwxx .
: Main package & & o & :
1 Extra packages & o, ok & |
! 1
1 ARM RE3011 .
! Main package &y o, i o 1
! 1
1 Extra packages vy R - &, |
! 1
| The Dude server - oy = &, .
! 1
FO

v 4

3. viaannandlvanlianestulndiudilivinisuanlid 9ntunduluil Winbox adinluyeds Files ae
Usngfimineing File List udaluil Folder 7iulnainnulunanun ainld Packages finnatilvnanunldas
niheneluly File List iaviun (o523 aglilild Packages M1l 1190¢#ild Sub Folder du9)

Session  Settings  Dashboard

I I e o)

|| cu| | SefieMoake | Semcsion [D4CARD BACR 92

|—4|¥"_ s o File Edit View Tools Help

A ek St Urganze = _| Upen Share with = Burn Mew tolder
:::::: W e Hamne : Tiate mndified Type
:: Rk I Diesktop | athsanced-luols-6.34 3-mipsbe.npk 11,3/7559 12:53 NPK File
& Downloads | calea B34 mipsbe.npk 114220550 1053 MK Hile
[ T || dhcp-6.34.3-mipsbe.npk 11/3/2359 1253 NP File
L gps b.dd3 mupsbenpk 11342550 145 MITE File
/|1y 5 : I i litaries | | hotspot-6.34.3-mipsbe.npk 14/3/7550 12:53 B File
fm";y [ ipve-5.38.3-mipsbe.npk 11072558 181 PR Lile
e GOKD Mar/20/201610:17:26 B Cornpuler | led-6.24.3-mipshe.npk 11/3/2559 12:53 MNP File
[Pl usermanager/sady 00.0KD  Mar/20/201610:17:40 | Ibe-6.34.)-mipsbe.npk 11/3/255312:5) MPKTile
L — | mpls-6.34.3-mipsbe.npk 14/3/7558 12:53 MEF File
| mulbicast-E.34 -mipshe.npk 11,/3/2558 12:51 MNPKTile
| | ntp-6,34.3-mipsbe.npk 10/3/2550 12:53 B File
| upenflonf. 343 mipshe.pk 11/3/2559 124 NP File
|1 ppp-6.343-mipshe.npk 14/3/7550 12:53 IPF File
| rualing-6i. 34 3-mipsbe gk 1/3/2558 127 NP File
| security 6.34.3 mipsbenpk 114372559 12:53 MK File
| systern- 34 3-mipshe. ik /32558 125 P File
| ups buddd mupsbenpk 114372558 153 MK File
| user-manayer-6.34 3mipsbe.npk 117372559 1253 NPK File
| wareless cmd badd mipsbenpk 11/3/ 4550 1853 MK File
L] wi;eless-fp-d.31\3-mipsbe.npk 1132559 12:53 P File

4
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4. dlolnanlidasasaualivinnis Reboot Liielii MikroTik dwanilunesduluy lneadnuydnda System

\danluf Reboot 71111619 Reboot AdNUN Yes souUszuas 1 unil ua il MikroTik 8nass 91ntiumdn
o @ = I 2 1 Y & Iz 9 v v

\yANde System Lien Packages Nagiiuininisennsadunesdulyailvug

Package List
Check For Updates ‘ | Enable || Dizable | | Uninstal || Unzchedule || Downagrade | | Check, Installation | Find
Jﬂame 4 |Versian |Bui|l:| Time |Scheduled | |"
& advanced-tool: 5.34.3 Mar/09/2016 10:03:51 !
& calea £.34.3 Mar/09/2016 10:03:51
& dhcp £.343 Mar /0942016 10:03:51
& ops £.343 M ar /0942016 10:03:51
& hatzpat £.343 kar/09/2016 10:03:51
S ipvh £.34.3 M ar /0942016 10:03:51
Eled £.34.3 M ar /0942016 10:03:51
Ele £.34.3 M ar /0942016 10:03:51
& mpls £.34.3 M ar /0942016 10:03:51
& multicast £.34.3 Mar/09/2016 10:03:51
S nip £.343 M ar /0972016 10:03:51
& openflaw £.343 kar/09/2016 10:03:51
& ppp £.343 M ar /0942016 10:03:51
& routing £.34.3 Mar/09/2016 10:03:51
& zecurity £.34.3 Mar/09/2016 10:03:51
& system £.34.3 Mar/09/2016 10:03:51
S ups £.34.3 M ar /0942016 10:03:51
& usermanager  5.34.3 Mar/09/2016 10:03:51
& wirgless-cm? £.343 Mar/09/2016 10:03:51
& wirelesz-fp £.343 kar/08/2016 10:03:51
20 items

5. luafa MikroTik l#fimssmaniesduvas Firmware 13U MikroTik #28 w1 Firm-
ware laildvinssnsandoudusinesduves MikroTik s idusiosihnisdsnsienes
Tnganansnglfiiiydids System 1donluf Routerboard azUsingwtiwing Routerboard
Tuties Current Firmware Aaostutiagduiisldnueguasludes Upgrade Firmware
Aonesdundmanaian i Firmware veasifinestutioondt Aausavhausmnsald lng

a o

Aan7ival Upgrade udmanta OK 91ntiuds Reboot 8nAsaiiteinn1sdninsa

P (- Histony

51 IPYB I |dentity

7 MPLS i | e

o OpenFlow RHES

4 Routing | License Routerboard

g Queues B GClent Model: | 951-2n | _

: e _Upgrade

[ Files NTF Server Serial Mumber: [40D2026405640 |

1= Factary Firmyeare:

L Radius Eaind . JSE Power Reset
Pt Current Firmware; | 3.24

A Tooks e Upgrade Fi 324 |

k parade Firmware: | 3.

B Mew Temainal ot -

3 MetaROUTER Feset Configuration .

',h Partition Resources

| o Make Supaut.rif [ Hetiehoaid
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Scripts

& MewwirBox
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ADSL Modem / ONU

NISAOGOUR:ADWWN MikroTik

a— « &
Iienduinesiitnuuy PPPoE

umesiindatende ADSL Modem 3n 1 #lagis1e1a o imag
1% ADSL Router %58 ONU snmviualivinaululiue “
Bridge fil¢ Tnanouduliiin MikroTik Weuseiu ADSL

Router uavpouimasiagldlunisaeuiin sl

1. fieuagyiNTsABWTN Mikrotik 5siaeimualy ADSL Router viueglulvun Bridge ow SusulvilUn

ANsARUANBLA MikroTik WaunLASaYe

Web Browser Jusin 91ntiufites URL Address Tiildvsneiay IP ves Gateway Router voaisnadluudanaty
Enter (lufogneilidu 192.168.10.254) azUsnguiiensliila User uay Password 489 Router 15184y

' [ 203 Kouter x
« C | [ 192166.10.254/cqi-bir

miindehtmiSerrerpage=himlindedhtmigvar anguage=en_usvanconn_type=IP de=Tevarmeru=se Sy | B

ATM PYE CONFIGURATION
W (s)
vCI: 33 (2-65535)
Service Categary ;| USR With PCR

Peak Coell Ralee : )




2. Wiaands Router Iviidonlufiuyds Internet Setup 3ntiuna Edit ieithluudly Turesues Protocol
\donidu Bridging 91ntuna Apply (N3619A1 Router wymdsensaglimilouiu esanevazldauaze
VIBAUALTY AIUBIALADIARUNUTBYAITNSAUNRIUINITURINL)

' ™ ADSL Router ®

€ - C |[192168.10.254/cgi-bin/webprocgetpage=htmlfindexhtrmiger rorpage=htmlfindexhtm|var dsnguage =en_usBvarconn_type=TPvarseddi18

e ""-.-'aﬁ' G; =

var:thdidx=7&

veL: 0 (0-255)
vor: o (32-66535)
1| UBR With PCR
(cetsfs)

CONNECTION TYPE
1| Bridging .|
S .| PPP aver ATM (FPPoA)
Encapsulation Mode ;| pop o Eihemet (PPPGE)
210 VLAN 10 2| MAC Encapsulation Routing (MER) ke, 1 - 4m4)
1P ovor ATH (1P |
Bridging
Firewall Enable : #

Privrily ;

| Bridging

:

sbe 0_33.00

Apply || Cancel |

BROADBAND

v File Tools .

3. 1UAlUSUNTH Winbox TUsn THADN || e sismsns  KecpParov

dl . o - “ Lagie m ] LIDenInNcandml
Ufufiu Neighbors Lalnanidenty rert
7 MAC Address 989 MikroTik 210 o5t | [ ComectToRaoN
JumaanlufUu Connect wiawluds

; o
MikroTik Router e . [Er o :L
RESG12n | |
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4. Tupouusn MikroTik %gﬂc«’iy’mﬂamnfﬂlﬁﬂqm%'!qawazﬁwﬁﬂﬂmamummﬁaamwaam Fousdeaiinis
Sarnaueentou Lﬁaﬂlﬂﬁt.wﬁﬂé"q Systermn ud139nlU7l Reset Configuration 71613 Reset Configu-
ration T¥Aniden No Default Configuration i.a¢ Do Not Backup mﬂ‘ﬁuﬁﬂlﬂﬁﬁu Reset Configuration

niiuAiecazyiing Reset Afialiiaun

A Ouick Set
L CAPsMAN
|8 Interfaces
1 wireless
ﬁg Bridge
=8 PPP
e Switch
“13 Mesh Luto Upgrade
& |p " Cenificates
¥ IPvE " Clack
" MPLS P Constle
Qf? O penFlow Digks
# Routing "' Drivers
458 System 0 I Health
Q Queues Histary onfiguration
i Filez [dertity ["] Keep User Configuration l Feset Configuration I
=] Lag LCD Mo Default Configuration
ﬂ. Fadiuz LEDs B Do Mot Backup IW'
A Tools ' License Fun After Reset: | | >
MNew Teminal Logging
MetaROUTER MTP Client
#Z Partition MTP Server
El take Supout.nf Packages
& Manual Password
'ﬁ Mew WinBown Parts
B Esit Fieboat
I Hesettunfiguratiun

Resources

Routerboard

Scheduler

'Scripts

Shutdown

5. MikroTik agvhmsamsngunsalliiseuszann 1 it wdh3anduidluss MikroTik TniBnass Taglidnrinu
TUsunsN Winbox Luilouifsl

6. fviunFINsdousedumasiialiitu MikroTik ’Lﬁﬂéﬂlﬂﬁmgﬁqé’q PPP #inti16ina PPP Wity Interface adndi
\3ewiney + Mniadenlufidids PPPOE Client
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Sessions  Settings  Dashboard

L | e ] Sate Mode Sesgion: | D4CAED:94:50:E2

Aa Quick Set
1 CAPsMaAN
| |nterfaces
1 Wireless
a5 Bridge <
Ef PPP PRR =1 E3
=2 Switch Interface | PPPoE Servers Secrets | Profiles | Active Connections
“la Mesh E = ? PPP Scanner PPTF Server SSTP Server LZTF Server OWVPM Server PPFoE Scan
= I PPP Server LZMTU [T Fix T Packet[p/s] | s Packet [pds] -
=5 |PvE i .
PFP Client
7 MPLS =
PPTP Server Binding
7 OpenFlow .
PFTP Client
@ Routing o
- S5TP Server Binding
io¢ Spstem 4 X
4 SSTP Client
g Queues iy
LZTP Server Binding
.| Filez 5
L2TP Client
Log o
i WP Sercer Binding
#L Radius .
. OWPM Client
%, Tools e
= PPPoE Server Binding
B Mew Terminal =
~— PPPcE Client
P4 MetaROUTER

7. 2zUnuteng New Interface MIufiu General 1890 Interfaces ifiousiariu ADSL Router %58 ONU
(usegnsilazidu Ethert) antwdanluiiuiiu Dial Out Tinsendeya User uaz Password o1

Suwesiiannsdliuinisliunadutes udliRnges Use Peer DNS fiu Add Default Route finuans

w@Saudnadu OK

 2dmin@DACAD4SDE (MikroTik] WinBox v6 31 on RE9S1 2 (i) N —

Sessions  Settings  Dashboard

“o| 04 | SaleMode | Session D4:CABD:S4SDEZ

A Quick Set
5 CAPshiaN
 |nterfaces
4 Wirelest
2, Bidge
o4 pre [=11E3]
== Swilch Intesface | PRFOE Servers | Seciste | Probles  Actve Lonnechon:
*i5 Mesh L ¢ Y| | PPPScanner | PPTP Scrver || SSTP Server || L2TP Server || OWPH Server || PPPoE Scan
g 1P
== Mama lype L2MI = e
5 PG Mew Intertace = B | Hew Interface
MFLS | Gereral | sl 0w Staws Trafiic | oK | General| Didl Nux |5tatus T rathe
OpenFluw Mame: | pppoc outl Cancel Sevice. r Concel |
51 Haubry ] L
ke Tvee: PP Chient Anply AL Mame: - Apphi
# Sytem (5HTi ; ; Bl
& Qucucs o __Deste Use Lpbis
Iax MTLL. [1480 o 1 I
Maw MRL: | 1480 - T 1 —
Log Copy Profile | defaadt ¥ Cogy
L Radiuz MRHU: | 1800 - =1 :
Remuye Fespalree Limsouk: B - Remone
X, Touls =
5 ¥ Tourh =
B Mew | emnal TR Irtisbes mlc | e hastbd ] Dial On Demand Torch
=2 MelaROUTER PRk Sean | Use Peer DNG PppoE S_F:an |
#2 Pariion [ tacid Dtz Rinute:
4 Make Supout rif Drefault Moute Distance: | 0
& Manual
Alowe: ¥ mechapd [ mechap]
& Mew WinBox v chap ¥ pap
B Cat
snabled Shatug: cnabled Statug:
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8. tnsendeyaiasauwazgnsieands Wauidandnil pppoe-outl WEIdunNANYNUINENATI Status 8T
Connected (A9gnueANIToNARAUNBSHINATSIUA) wagTiuyrnd IP ienluil Address Nntineing
Address List fagld WAN IP sugun1menuans (WAN IP vasusiasiiaglabiviloudulisesuwlantaniu)

~Sessions  Settings  Dashboard

(0[] | Safebode | session[D4CABD: 345D E2

Ay Ouick Set
3 CAPshaM

- Interface | PPPCE Servers  Secrets  Prafiles  Active Connections
\ Interfaces

IEIEI ’ZHE @ E | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OWPN Server || PPPoE Scan | W‘

1 wireless -
Fier |Name | Type |LzMTU (T4 |Rx |TPacket [ps]  |RwuPacket(pss) | |w
i Eridge R Gbppposouti ' PPPeE Cient R T s 0 0
g PPP
= Switch
S13 Mesh
& P i Interface <papoe-cutls =l EIN W s List
L5l IPvE ¥ General Dial Out |Status Traffic EE‘ @ T
. MPLS " st | fddress + [ Metwork |Interface
2 Tpehbions D ar27130065.114 271301601 pppos-outl
# Routing i
i3 System P User |XXXXXXXEXX Disable
&8 Queues : Password: | XEXXEXXEXE Comment
@ fles Prifile: |defau|t Copy
| Log
&= ; Keepalive Timeout: |BU Remove
§ R adius
A& Toals b ["] Dial On Demand
B Mew Terminal Uze Peer DNS FPPoE Scan
5 MetaROUTER [v] &dd Default Route
#2 Partition [Drefault Route Distance: |U
v = 1 item [1 zelected)]
J, Make Supout.rif
L3 b Bllave: (v machap? v mechapl
Q M anual chap vl pap
S New WinBox
[ Exic

| enabled | unning slave Status: connected

9. Nadeufiens Ping lUiuledneueniamsaeendunesilalavsely Ineadnluiwufds New Termi-
nal 1i19 Terminal l9Aus Ping aunlederiules aantiuna Enter Quiagsaznageusionis Ping U

£4 www.google.com)

Terminal = E2
M MMM IIT FFE FFK FFE FRR goooaoan TTT III FEE FE Z
MikroTik Router0d 6,31 (c) 1999-2015 http: /immr.nikrotik. comys

[#] Giwes the list of awailabhle commands

command [ 2] Gives help on the command and list of arguments

[Tab] Completes the command/word. IEf the input iz ambiquous,

a second [Tab] giwves possible options

I Mowve up to base lewvel

. Mowve up one lewvel

Joonmand Uze command at the base lewel

[adnin@¥ikroTik] > ping winw. google. com
EEQ HOST SIFE TTL TIME STATUS

0 110.164.16.44 L6 6l Z0ms

1 110.16/4.16.44 E6 61 Zlms

2 110.164.16.44 L6 6l Z0ms

3 110.164.16. 44 56 6l Z0ms

4 110.16A4.16.44 E6 61 Z0ms

5 110.164. 16. 44 g 6l Zloms

6 110.164.16. 44 E6 61 Z0ms

7 110.164.16.44 L6 6l Zlom=s -
| -
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10. NauNAINENeREes MikroTik AdnlUwyAnda Bridge 9vUs1ngniiisng Bridge iy Bridge Aanly
MATOIMY + 3UTINGUIIA1 New Interface uviu General Tuzas Name 19ns%o Bridge nuiifiainis
(fegrailldraiiunlusunsudilvife bridgel) uaiadniidu OK

~Session Settings  Dashboard

Sessn D4 CADB4 CoF

As Quick Set
¥ Interfaces

1 Wireless

=L PP Bridge |F'u:|rts. Fiters MAT Hosts

B Sustch EE [«][5]

tesh |
QF; o |Mame /| Type General |STF': Status  Traffic
2 P
Mame; tlri-:ll:le1 Cancel

7 MPLS Type: |Bridge Apply
.77 OperFlow MTL: |
27 Routing Actual MTL: |

8 st L2 MTU: | =
é - MAC Address: | =
Files Emove
BL ARP: | enabled
< Torch
M Radius Adrin, MAC Address: |

* Tools u |

0 itermns out of 6
B Mew Termninal

sgl [PyE

Dizable

Cormrment

5| el

11. intheing Bridge Timdnluiuiiu Ports a1ntumdniivy + 9zUs1nguiieing New Bridge Port Juaniluviu
General Tuvo9 Interface loifvunidu ether2 uavivas Bridge Tindniden bridge 7isnlaai1alineuntil
(lushegrsiifie bridgel) wanndnyu OK

~Session Settings  Dashboard

Sevsin DACADBACEF

As Quick Set
1 nterfaces

1 Wireless

gf Bridge : _ _ @

=% PFP Bridge Forts | Fiters MAT Hosts

=52 Switch . -

= = FE

= P N |Interface * |Blidge |F'ril:|lit_l,J Ih... |F'ath Cost  |Honizon |Role Root Pat...

255]

f:. Pye 8 Mew Bridge Port [=]

el |Py

7 MPLS 3 General | Chatuz

W DiperEho Interface: E‘

&7 Routing M Eridoe: |bridgel Iil Apply

o5 Sustem P

: g Priority: hex
Leues

Bl oo -

R adi

Ao S r—C
ools

@ New Temina 0 items Paint T Pairt:
ew Terminal

@ MetsROUTER External FDIB: E‘

#5 Partition [_] Auto lsolate

|1 Maka Sunmit rif
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12. MInUUgIeuduReuil 11 funesn ether 3-5 (dwsujund Wireless Wi RB951G-2HND Adpdifiumesn

wlan wilJlu Bridge 77e) waSauannazldnanaguauans wesai 2-5 Nagvinriauegul Interface Weafuuds

Bridae

Eridge Forts |Filters MAT  Hosts

#][=] [2l[=] =] [¥]

||nterfau:e 4 |Briu:|ge |F'ri|:|rit_l,l [h... |F'ath Cost |H|:|ri2|:|r‘| |H|:||e |Fh:u:ut Pat... | |v
-tether? bridge1 a0 10 designated port

| 4t afhar? bridge1 a0 10 dizabled port

| At afhard bridge1 aa 10 dizabled port

| 4t efrars bridge1 aa 10 dizabled port

| A=t wedan? bridge1 aa 10 dizabled port

13. fviuavianeia IP Wity MikroTik Ineadnuiiuiydnds IP 1dendl Address avUsingwineng Address List

WAIAANTIATEMINY + AwUs NGRS New Address Tutas Address lvildvaneias IP Address wag

Subnet Mark fifasn159l4 (Fregnsliazdu 192.168.10.1/24) fives Interface idon Bridge fis1asnsls

(lushegnefiazilu bridgel) LaSaudanfindu OK

A5 Duick Set
I CAPsMAN
1 Interfaces
1 ‘Wireless
gf Bridge
=3 FPP

== Switch
“Ta Mesh

gl Py
7 MPLS

77 DpenFlow

&% Routing

450 Spstem

Q [ueves

Files

|| Log

A Radiuz

* Tools

Mew Terminal
= MetaROUTER
#- Partition

Bl I ake Supout rif

& Marual
6 Mew WinBox

[E Exi

ARF

Accounting

I [ Addreszes

Cloud
DHEFR Client
[DHCF Relay
DHCR Server
DMHS

Firewall
Hatspot
IPsec:
Meighbors
FPacking
Pool

Routes

SMB

SHMP
Services
Sethings
Socks
TFTP

_| Address

4 |Netwnrk

| Interface

A4

16

D 927130165114 27.130.160.1

Mew &

pppoe-out]

Address: l'l 32.168.10.1/24

Network: | |~
Interface: lbridge1 I ¥

K

Cancel

+

Apply
Dizable
Comment
Copy

Remove

enabled




14. @513 NAT iiiaudasaives LAN 1P Tidu WAN IP wiesenluduasetisdumesiidnnieuen Tnglindniuy

F&Y IP 1den Firewall azUs1ngwieg Firewall Tindnlufiuiiu NAT anntuedndu + azUsingviieing New

NAT Rule MU General Tutad Chain t@anidu srcnat waz#ivas Src.Address TriusivungavuLdnIsaANLs

IandlineunthiludmlvinnunIomuneg / uay Subnet Mark vaaidaidsas (anunsagvanaiaudaisalad

Lmyﬁﬂé’q IP \don Address lnglusiagailazilu 192.168.10.0/24) udrdnuu Apply anuulunthaaduli

donlufiwiu Action Tuges Action Tinwundu masquerade sugunmauaauaAuIIntuaanyu OK

asatunauiiisfazanusanlgnudumasidnlaneniu Mikrotik Tanan

A Quick el
[ Interfares
1 Weeless
& Dridge
o2 PPP
== Switch
18 Mech
25 P
= IPY6

7 MPLS

7 Operflow
@ Fiuuling
i2e Spstem
Q Llueues
2 File=

Log

A Radis
% Tools
| Mew Teminal
= MetaROUTER
B2 Pastifion

.. Make Supoutif
8 @i

28l (@ Mew Wik

[#]

#
AFP '
Accounting
Addresses
Cloud
DHCP Chont
DHCP Relay
DHCF Server
OMS
Hutzpul

Lrerss Qi

Action

Fites Bules  MAT | Mangle Semvice Ports  Connections  Address Lists | Layer? Protocols

Chain

Sin Address

Dist. Address:

Protocal
4rc. Fort
Dist Port
Any. Fort
Iri Inileal oue.

Out. Interface:

Neighbars
Macking
Fool
Routes
SkB
SHMP
Services
Seltings
Socks
TFTFP
Traffi: Floa
UPnP
‘el Mrooy

Parket bark-
Connection Mark:
Routing Mark:

Routing Table:

Connection Tppe:

=IEI}| HAT N <192 1001002245

General | Advanced Exira Action | ... oK
Chairc lsrcnat I * Cancsl
19 1RA1NN24 | & Apphy

b
Disable

- Comment
2 Cupy
Memove
= Roact Countors
+ | | Resst il Counters

Advanced  Eutra

Action | Shatistics ..

Actian: Imas'querade ’

Log
Log Prefi

+ Cancel

Apply

= Disable
Comment

Cupy

Memove

Ficzct Counters

Rezat All Counters

15. neaausmen1srauiin IP Tiiuinserauiimes (Fregretazaauiin IP 1y 192.168.10.11) wa1¥i1n1s

Anraluddumesiinniuuen (Fregreilazldng Ping WuA1da Command Prompt ludaduled Google way

Pantip)

File Edit View Tools
& Local Area Connection Properties

&y Control Panel » Nebwork end Intermet - Mebanrk Connections »

Advanced  |elp

| Metworking | Shasing

ftion Rename

| ek Connection
kd

General

ou can gat IP catkings accigned automatically it your network supporks
thic capabiity, Ctharwice, you nesd bo ask your nebwork adminishrator

Far the appropriste IN scttings,

Dbtan an [V sddress automatically
i@ Use the Following IP address:

IP address: 192 .
Subnel sk 255
Defanl garpway: 197 .

- .
| Internet Protocol Version 4 (TCP/IPvd) Properties

168 . 10 . 11
LE55.235. 0
L1 L |

i@ Use the Following DNS server addresses:

Preferred DMS server: 8 .

Allernale DS server; g .

Walidate settings upon exit

|
|

Mppre
Minimum -

C=sUzersrlitt lehand
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T

RaNgNsN104oIsW

Network Administrator Over all Basic

WSARSEGTS allidhansotingo Foms
AURURTRANSLILATOVN TOLLRIHLR: WIS
mﬁms:ﬁhm&mm%@um&éﬁm,
Fowuroraseny LAN iVeian/s:RmBmmmmsrinomsu:
omenleniwGny VAN uR:msm Routing

wNIlas:uUIASOUIYADUH

Prafession Networking Workshop-L1

HO05ANINSD9 5GP Camerd, HiOGI0
LAY 5Tus:lnR uR:s: Wireless Hotspot,
SIOUINDS MR ITNUGHY Server SVRSY:
Clark, Bioios-1 Firewall USRI oMNDY
Fulsun:tooimasevadmdlimanms vt

(] T, £ ci-/ L ?'.: [
NLASOVIDBLIVDSLI0, HOCTOURIOMNS
LsovunilSonsoemn dnus:m Diskless Server

Windows Server 2008R2Z level 1 - level 3

Windows Server 2012 RZ level 1

Cent0S Linux Server level 1

SRR e RTIERA LY SuomansmmSlFoms
Linux Server INVSHRANSOTLIROTASOREOUR:NSTIONS
yo0 Linux PORRmNLANoowN Windows Server
YNORNINS (OISR FOLIMNS
Asgmiioost ssaomslFaniBoie Taihs
URMSANSHOUNNG Linux Server TiRhdy Towihiboro

el veodBunun:nsilidovodluilomn
s:ociol

URNRNSVONS MikroTik Router

o MikroTik Level 1 Msoiac0s- Wiki Hotspot,
load Balance, Firewall Wi QoS

e  MikroTik Router Level 2 : n'“l‘JEimé%Lm:wfmm
SUULATRY
o MikroTik level 3 MSHGAOURTAMNS
Radius Server BNOrNOMINAT Mikrotik

e  MikroTik level 4 m‘igioxﬁ%l.l.ﬁarﬁ\r\'}ﬁﬁ:'i_m

g [ B [ gl g " "
o 5mhadng MikroTik Access Point




| Web hacking & ARP Spaofing

USRS IF0BTRSTINMsL e Network Securify m‘ﬁmﬁﬁw‘lﬁﬁmmwvgsw‘%
Piatan:RmasT Admin ViroorasimslSnasrinsiendl BoolusvousanFilsc MOluoVeuLnYY
Hooveo Security mﬁq:ﬁmﬁqp‘@_mn%% e a:ﬂfun: Web Server Lﬁﬂ@tﬂﬂﬁ?ﬁ LAB
Arasonnpinssaneo Hacker HIAMNIM:S LSOV UR: Workshop OIS akoronmsnsovsow
WolBsiroslwoodns 1Bi MSIeALWISISHNONR uR:MSTRaBIve0 Hacker PLv:s:uuimandny
metlaiiaemsno msuRnRwolsunsaifooitlosinte Bsoio 1Bs msondRBecludyoolan PHP, |
“Irvons msrEteomosT uRmsTvpienytoctssho | Fooludven MySQL doolusveo Service cinoy £
t%ﬂ%mﬁﬁ%ommmﬁqﬁgwﬂ@m ?{r'ifmw@tm Y300 Web Server un:Boolus
oqlvednoShisRiBoaw INGTLAOOETRIRGN Hacker GLORR
UR:SURAIY@05:111 Backend R4

USRS SRR O GTOUR: LIRSS

| orouivanlnsnilasevive Cisco TouSvustouotmsgns

SIS AL VIO IORINGo Bov: il it

svmsrhomsiiooSovouRmms: e lus:ans ‘

| iSovmeninsnt Cisco 1B Switch uR: Router ldiadho |1 WSIRoSEmSLIANGoMsaroninamsrivoms
| Pl vn Busisromwveollsloeen TCP/IP, _ Router Yoo Cisco unséoromsanahfvon

' | uwnoBoannsyme 051 Model, IP Address, IP Routing Cisco Certified Networking Professional (CCNP)

soaitonaseYounin VAN, M5 Routing, Wireless LAN, NAT un: Cisco Cerfified Design Professional (CCDP)

un: Frame Relay yo© Cisco mﬁﬂom‘““n&'rémmsﬁmm‘lmqe%
iionsriluchumdo Network Engineer, Senior,
Engineer Specialist , Network Admin SmSu
D0ANSS:6V Enterprise LGvodnodinls:Rnen

u:RRRS Il URRRS VMWare




a— « &
NSAWWN MikroTik IR Dondwleros13h0
vd 1 1 e
lNOMOOYURNY Router

Tunsdliifiesnisaeuiin MikroTik fineagnds
gunsal ADSL Router, ONU, Firewall #50aunsnl
w9 fildanunsausuidu Bridge Mode 1¢ viloilal
gnansappuiinnesnves MikroTik Tavineululuue
89 PPPoE 1¢iu 1577iaunsonevdinly MikroTik
Wousean Router wadwhnsuenieneludiuan
Hudne Wieldnuldiguietunsdeuseuuy
PPPoE

1. Walusunsy Winbox Fusn Thdenluiiufiu Neighbors udananidenlu?l MAC Address vas MikroTik 910
tundnlUfiUs Connect tieiilus MikroTik Router

File Tools

Connect To: |D4:D‘-‘«:BD:94:5D:E5 | Keep Pagzword
Login: | O Open In Mew Window l
Password: | |
Connect To RoMON | ] Connect l
[Fing | [a =]
i i i -

1 item (1 selected)
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2. lupauusn MikroTik 22gnAaANIINTTNLT@IFLTUNALIATINUAINADINITVDNTT AILULIINBIINTT
aaAnaAteanieu WenluiuuAds System wdaionluil Reset Configuration 1mti1919 Reset Configu-
ration 1¥niden No Default Configuration uaz Do Not Backup mﬂﬁwﬁﬂlﬂﬁﬁu Reset Configuration

dl' °  ddvve v . . ° = s 44' v V- S
LA3093¥11N15 Reset A91LIvIaMIA WA MikroTik 9gvin1s3anisniaIes Iiseuseana 1 Wil waidenau
WlUgs MikroTik Tnsddnass Tnglidmulusunsy Winbox llouldu

“I5 Mesh Auta Upagrade

== P P Cenificates

gl |PyE " Clack

<" MPLS " Cansole

<" DpenFlow Disks

:ﬂ Routing I Diivers

Health

Q Queues Histary rifiguration

[ Files |dentit i

= Entity [ | K.eep User Configuration
\| Log LCD [¥] Mo Defaul Configuration
3 R adius LED= E Do Mot Backup m

S Tools " License Fiun After Reset: :l b

Mew Terminal Logging

MetaROUTER NTP Client

#5 Partition NTP Server

g take Supout rif Packages

& Manual Password

e Few WwinBox Paorts

[E Exi Reboot

[ Reset Canfiguration

Resources
Routerboard
Scheduler

3. sl MikroTik $Uyanetas IP 99 Router wuudnlusi@ luflydds IP 1o DHCP Client azUsn
gthwing DHCP Client #liiu DHCP Client aanLa3esvisng + awUsnguiiicng New DHCP Client flufiu
DHCP fiwiuaeniives Interface 1 Etherl daud1duq Udeslinandn a1ntuadniu OK

1 Wireless

Ef Bridge

=3 PPP

=2 Switch
“15 Mesh EEE
P ] Accountng DHCP Client |DHCF' Client O ptions |
T D
77 MPLS ¥ G |Interface 4 |Use (Ehn |.&dd D.. !IF' Address |Expiles After |Status
& OperFlow DHCF Client ;
98 Routing . DHCF Relay

DHCP Server | |

Sysh ¥
ﬁ el DN Interface: H Cancel
Huenes
. [wl Use Peer DNS -
- Firewall Apply
i? b Hatspat Use Peer NTF
: IPzec S e
ﬂ. Radiusz DHCP Optiars: l:l -
(&) £
% T P Meighbors
E MetsROLTER Poal Default Foute Distance: |0 Remove
etal

€2 Paniion fioulcs 0 ftems
B take Supout rif SMB
& Marual ST
s Mews ‘winBox prices

Settings

Snrks
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4. 19t16i19 DHCP Client 9zUsinguanetay IP lAsun191n Router wagiiuyds IP ionluil Address 7
MMN9 Address List gl IP #ilasuunann Router wiuiu (Munewa IP Alasunnaziduainiy Router Ao
AbIASU)

DHCF Clignt ol
DHCF Client |DHEF’ Client Dptions IE“E'
E'E' @ | Feleaze || Fienew | ‘ |Address ! |Netwu:|rk |Interfau:e |‘]'

D qP192168.2126/24 192.168.2.0 etherl

|Interface # |L|se F... |.t’-'«dd Def... |IF' Address |E:-:pires After |Status |v
etherl yes yex 192 168.2.126/24 07:59:57 bound

5. pauil MikroTik Aazanunsaeanluddunasiinniouenlaudi naaeumenis Ping luiulwineuenin
anunsneendumesidnliviel lnemdnluiuyrde New Terminal #intia1e Terminal lifiaw Ping mugiag
Faiulwd niune Enter Qusnegsaznaaaumenis Ping lUds www.google.co.th)

|
[Tab] Completes the command/word. If the input is awhiguous, |
a second [Tab] giwes possible options
f Move up to base lewvel
. Move up one level
Joommand Use command at the base lewel
[adwin@MikroTik] > ping wyw.google.co.th
SEQ HOST SIFE TTL TIME STATUS

0 110.164.12,232 L 60 léms

1 110.164.12,232 Le 60 9ms L

2 110,184,122, 232 L& B0 Zms

3 110,164,122, 232 S8 60 Zus

4 110,164,122, 232 L6 60 léms

5 110,164, 12,232 S6 60 Zms

g 110,164.12,232 L6 60 Zns

7 110.164.12,232 L& 60 léms

8 110.164.12,232 L 60 léms

9 110.164.12,232 Le 60 lems

10 110,164,122, 232 L& B0 Zms

11 110.164,12.232 L6 60 léms

sent=12 received=1lZ packet-lozs=0% nin-rtL=2ms avy-rtL=9ms nax-rtt=16ms
[adwin@MikroTik] = JI -
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6. nduTIntAeRdswes MikroTik AanluAyAIas Bridge azUs1ng1iineng Bridge 7uiiu Bridge Adnly

Y

MATOIMY + 3UTINUIIA1 New Interface Muviu General Tuzas Name 19ns%o Bridge muiifiainis
(fegailldraiiunlusunsuddlvine bridgel) uaiadniidy OK

~ZSession  Zettings  Dashboard

.- Sessiun:_

As Quick Set
1 Irterfaces

1 ‘wireless

=H PPP

Eridge |F'orts_ Filters = MAT  Hosts

== Switch EE‘ Mew Interface [s] E3
Jinc Mo . Mame < [Type General |STP | Status | Traffic | ok |
s |p
58 1P - Mame; I:-ri-:l-:le_1 I Cancel
< MPLS I Type: |Bridge | |ﬂ|
77 DpenFlow MTU: | |
Frouti I '

?; SDL: ng . actual MTL: : :
oo Syztem L2 MTL: -
& Dueues MAC Address: | | =
1 Files ',_\le | = ” I | -Hemnve
. |enable ¥
|| Log -TDIDh

: Adrmin, MAC Address: | g
A Radius
ﬁ' Tools I = |

0it tof B

[ Mew Teminal il
=T e

7. inthene Bridge Tindnlufiuiu Ports 91ntuadniA3aanung + awUsingwiieng New Bridge Port Fuunl
ufiu General lutas Interface T vumdu ether2 uaz#ivas Bridge lvindniden bridge Misnlaasialineu
wiil (lusegneilfie bridgel) waiadnyy OK

| Interfaces

1 Wireless

gg Bridge : :

=3 PPP Bridge Ports | Filters  NAT  Hosts

=52 Switch 2

= = FIE

- N |Interface # |Eridge |F'riority [h... |F'ath Cost |Harizon | Ficle

55| |P

If o i MHew Bridge Port
ki '

Ii:l MPLS r General | Status

7 OpenFlaw Interface: | Cancel

42 Routing [+ Eridge; | bridgel Iil Apply

System ¥ -

e g Pricity: hex Dizable
LEUEs

Files Path Cost: Comment

I,wj Log Harizan: l:l b Copy

Radius R

. cos o3 [P0
ools

Neve Terminal 0 items Paint To Point:

@ Mew Termina

@ MetaROLUTER External FDE: E‘

h e

& Fatition [ o lsolate

|_,,'|!, tdake Supot.if

& tManual

| enabled | inactive

6 I e WinBox




8. ntuEImNTUReUN 7 Aunesa ether 3-5 (61 MikroTik fiwasaunnninlumedned Aanunsafianluly
Bridge lsiuriu uavdmsuund Wireless 1Wu RB951G-2HND Adaaiiiumesa wlan 11lUlu Bridge faw) 159
WeInasail 2-5 Aagyauegul Interface Weaiuua?

Bridge = E
EBridge Ports |Filters MAT | Hosts

][] [l[=] =] (7]

| Interface 4 | Eridge | Pricrity [h... | Fath Cost | Harizaon | Role | Root Pat... | | hd
4t ether2 bridge1 al 10 designated port

[ = F e bridgel 2l 10 dizabled port

| 4=t edhrard bridgel 2l 10 dizabled port

| At affars bridge1 a0 10 dizabled port

|t wdan? bridge1 aa 10 dizabled port

9. fvuanngiay 1P 15y MikroTik Tngnanuiiuiyends IP idendl Address avUsinguiieing Address List
wiedniilaTewng + awUsnguieng New Address Tuties Address lildvaneiay IP Address uay
Subnet Mark 7igaensazld (Foghaiiavifiu 192.168.10.1/24) fives Interface (dan Bridge fisnanal3
Aushegnaiaziu bridgel) w@Saudandnty Apply udaderdniy OK

1 whireless
gﬁ Bridge
=§ PPP
== Switch
“Ia Mesh
E ]| arp
5l IPvG ¥ Arccounting
< MPLS I | addresses & i
Q I:Iper?Flu:uw Cloud |E| @
% Routing " DHCP Clent |.-’-'-.u:|n:|ress /| Metwrk Interface ”v
System I DHCP Relay D 7P192168.2126/24 192168.20 etherl
& Jucues DHCF Server
[ Files DS
L:] Log Fireswall
ﬂ- Radins T Mew Address
ﬁ Tack | peee Address: 1192.158.10.”24 I Ok
Mew Teminal Neighbors Metwork: |—| - Cancel
P MetaROUTER Packing Interface: | bridgeT [E2 Apply
#- Partition Pool
D bl ake Supout. rif Foutes
& Manual SME
6 Mew winBox SHMP 1 item
B Exi Services
Settings
Socks
TFTP
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10. @19 NAT ifloudasawed Lan 1P 150y WAN IP iilesenludunietedumesidnneuen Tnglsindniy
F1ds IP Fon Firewall axUsinguiiving Firewall Taanluiiuiiu NAT annifuadinta + ssusinguiiving New
NAT Rule iy General Tuves Chain 1denifu srcnat wagiives Src.Address Tifanivsnoiauidnisaii
elinoumintuglinmuadomans / way Subnet Mark vaaiinidsais (anmsoguneiaudnidsaldiuy
&1 IP [don Address Tneluinognabozilu 192.168.10.0/24) waAanYs Apply mnilunthanadslndenty
fluftu Action Tuzias Action TifmunLfu masquerade mugUndLasmLdFuaNuAsnty OK Lasaty
poutlisfarannsadilfnudumesidalastiu Mikrotik 1Hud

A Quick Set
U Interfaces
[m]
1 Wieless DIE
5% Bidge Fiter Hules  NAT | Mangle Service Forts  Lonnechons  Address Lists | Lager/ Frotocols
] -
3 PPP IE’ =B HAT Ruis 192 168 10,0724
==
== Swilch # Ailion |Chain Genesal | Advanced Exra Action .. Advanced Extra Action | Statisics . ok, I
2 Mesh il Chain: Isrcnat I + Cancel Action: 1masuuerade | ¥ | Cancel
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